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The error due to steady-state detection is actually-sidedbecause the elements of the iteration vector can
only increase. Hence, there is no theoretical motivation for usiBgnstead ofe/4 in the condition for
on-the-fly steady-state detection. Still, the cited stopping criterion given by Malhotra et al. may often cause
premature steady-state detection in practice, leading to incorrect model-checking results. A more robust
stopping criterion is provided by Katoen and Zapre2@QH.

The choice ob ande in the empirical evaluation is somewhat arbitrary. Yourg3)@ has shown that a
theoretically fair comparison should ud& = e. Using a largee would not improve the performance of the
numerical method notably, however, as its time complexity’s dependeneéaimost negligible. Hence,
the published results still give a fairly accurate picture of the relative merits of statistical and numerical
solution methods for probabilistic model checking of time-bounded properties.
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Abstract Numerical analysis based on uniformisation anerties such as ‘the probability af servers becoming faulty
statistical techniques based on sampling and simulation ari¢hin 15.07 s is at most 0.01".
two distinct approaches for transient analysis of stochastic Analysis of stochastic systems is typically carried out us-
systems. We compare the two solution techniques when &g eithernumericalor statistical solution techniques. Nu-
plied to the verification of time-bounded until formulae irmerical methods can often provide a higher accuracy than
the temporal stochastic logic CSL, both theoretically arglatistical methods, whose results are probabilistic in nature.
through empirical evaluation on a set of case studies. Qdowever, numerical methods are far more memory inten-
study differs from most previous comparisons of numesive, which often leaves statistical solution techniques as a
ical and statistical approaches in that CSL model chedkst resort§,31].
ing is a hypothesis-testing problem rather than a parameter-The verification of time-bounded CSL formulae can be
estimation problem. We can therefore rely on highly efficieféduced to transient analysis, §]. Efficient numerical so-
sequential acceptance sampling tests, which enables statigtion techniques, such as uniformisatio8, 17,24, 26],
cal solution techniques to quickly return a result with sonfer transient analysis of CTMCs have existed for decades
uncertainty. We also propose a novel combination of the tvdgd are well understood. Younes and Simmadsig have
solution techniques for verifying CSL queries with nestegroposed a statistical approach to verifying time-bounded
probabilistic operators. CSL formulae based on acceptance sampling and discrete
event simulation. The use of acceptance sampling is possi-
ble because CSL formulae only ask if a probability is above
or below some threshold. Previous comparisons of numer-
ical and statistical solution techniques have typically been
based on estimation problems. This study is concerned with
hypothesis-testing problems for which there exist highly ef-
ficient sequentialacceptance sampling tests that make sta-
Continuous-time Markov chains (CTMCs) are an impoﬁsncal solution techniques look more favourable than in a
tant class of stochastic models that are widely used in pgpmParison with numerical techniques on estimation prob-
gms. For probabilistic model checking, it would generally

formance and dependability evaluation. The temporal lo IS . waste of effort to obtain a qood estimate of a probabil-
CSL (continuous stochastic logic) introduced by Aziz et al. 9 P

[2,3] and since extended by Baier et &) provides a pow- . Sclyhto re‘_”‘"ST that it '3 f?]r from_th_e t?resZolld.h Ki |
erful means to specify both path-based and traditional state- V'€ have implemented the statistical model checking al-

, ; T ; .
based performance measures on CTMCs in a concise thm n Y'\?ER’t. Wht')Ch aés% 'gcsllddfs nulmertlcsl;ll sc;lu-
flexible manner. CSL contains a time-bounded until oper 9: g?gg‘&s tc())(;I IET-(SO;Q aelso the %rg]gae Vsesnsitrg'm
tor, the f f this study, that all t - .
or, the focus ot This study, that allows one fo express prowvvw.cs.bham.ac.uk/dxp/prlsrr). PRISM, a probabilistic
H. L. S. Younesi) model checker developed at the University of Birmingham,

Computer Science Department, Carnegie Mellon Universitg]akesuseofsymbolicdatarepresentationinordertoreduce

Keywords Markov chains Temporal logic- Transient
analysis Uniformisation- Hypothesis testing

1 Introduction

Pittsburgh, PA 15213, USA memory requirements for numerical techniques.
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in Sect. 2, which includes a theoretical discussion oWhered € [0,1],t € [0,00], < € {<, <, >, >} anda is an
the computational complexity for the two competing amtomic proposition from the settP used to label states of the
proaches. In this section we also propose a combination@TMC. We used I/ ¥ as a short form fo /<> ¥, Other
numerical and statistical solution techniques to handle C8igic operators, such as disjunction and implication, can be
formulae with nested probabilistic operators. The idea obtained using standard logic equivalence rules.
combining the two techniques has been explored befyre [ A states of a CTMC satisfies the formul®.¢[¢], de-
29, but not in the context of nested CSL queries. The mixewteds = Puole], if P(s,¢) < 60, whereP(s, ) is the
solution technigue has also been implemented MEX. probability that a path starting in statesatisfies the path
In Sect.4, we present empirical results obtained usinftprmula ¢. Here, a path formule is either® U< ¥ for
YMER on a number of case studies, described in Sgct.t € [0, 00), meaning that formul&@ is satisfied withirt time
This serves as a practical comparison of the two approachasts and formulap is satisfied up until that point, @r ¢/ ¥,
The empirical evaluation confirms the theoretical compleraeaning tha® /<! ¥ holds for some € [0, o). The value
ity results discussed in Seét.It demonstrates that the com-P(s, ¢) is defined in terms of the probability measure over
plexity of both the numerical and the statistical approach fgths starting in state, as defined by Baier et al6]. The
typically linear in the time bound of the property, but thaf.o[®] operator describes the behaviour of the CTMC in
the statistical approach scales better with the size of the stidiesteady stater long run. The precise semantics of this
space. Furthermore, the statistical approach requires consigd the other CSL operators can be founddh In this pa-
erably less memory than the numerical approach, allowipgr, we will focus our attention on CSL formulae of the form
us to verify models far beyond the scope of numerical sB¢[® U<t W] with finite time bound.
lution methods. The principal advantage of numerical tech-
niques based on uniformisation is that increased accuracy. in i o i
the result comes at almost no price. The statistical solutignt Numerical probabilistic model checking
method can very rapidly provide solutions with some uncer- ) i o
tainty; however, reducing the uncertainty is costly, making'® numerical model checking approach for verifying a

\ PRI
numerical techniques more appropriate when very high dEne-bounded until formuld..o[® /<" U] in a states € S
curacy in the resglt is required?p P yhig is based on first computing the probabiliB(s, ® U/<! ¥)

and then testing if’(s, ® U<t ¥) > ¢ holds.

First, as initially proposed by Baier et &b][ the problem
is reduced to the computation of transient probabilities on a
2 CTMCs and probabilistic model checking modified CTMC. For a CTM@ = (S, R, L), we construct

the CTMCC’ = (S,R/, L) by making all states satisfying
Probabilistic model checking refers to a range of technique® v ¥ absorbing, i.e. removing all of their outgoing tran-
for the formal analysis of systems that exhibit stochastic bsitions. HenceR! is obtained fronR by removing all entries
haviour. The system is usually specified as a state transitfém the appropriate rows. The probabiliB(s, ® U<t ¥)
system, with probability values attached to the transitiong. the CTMCC is now equal to the probability of, in the
In this paper, we consider the case where this model iCIMC ¢/, being in a state satisfying at time ¢ having
continuous-time Markov chain (CTMC). started in state.

A CTMC C is a tuple(S,R, L) where S is a finite set The computation of this probability is carried out via a
of states R : S x S — [0,00) is therate matrix and process known asniformisation(also known asandomisa-
L: S — 247 is alabelling function mapping each state totion), originally proposed by Jenseh7). We construct the
a subset of the set of atomic propositiohs. For any state uniformiseddiscrete-time Markov chain (DTMC) @f. The
s € S, the probability of leaving statewithin ¢ time units is  probability transition matris? of ' equals + (R/ — E') /¢,
given byl — e~ E() 'whereE(s) =3, .5 R(s,s'). E(s) wherel is the identity matrixE’ is a diagonal matrix con-
is known as theexit rate If R(s,s") > 0 for more than one taining exit rates of’, i.e. E'(s, s') equalsE’(s) if s = s’

s € S, then there is aacebetween the transitions leaviag and0 otherwise, and; > max{E’(s) |s € S} is the uni-
where the probability of moving t¢ in a single step equalsformisation constanof the CTMCC'.

the probability that the delay corresponding to moving from |t then follows thatP(s, ® &< ¥) can be computed si-

s to s’ “finishes before” the delays of any other transitiomultaneously for all statese S by computing the vector of
leavings. A pathof the CTMC is a sequence of states, beprobabilities
tween each of which there is a non-zero probability of mak-

ing a transition. A path of the CTMC can be seen as a single <t o - NPk
execution of the system being modelled. P(OUN W) = kZ_OV(k’ gt)- (P72, @)

In probabilistic model checking, properties of the system
to be verified are specified in a temporal logic. For CTMCsvhere~(k, ¢-t) is the kth Poisson probability with param-
we use the temporal logic CSI2,,6], an extension of eter ¢-t (i.e. v(k,qt) = e %t . (¢t)*/k!) and ¥ char-
CTL. The syntax of CSL is defined as acterises the set of states satisfyiig(i.e. ¥(s) = 1 if

s = ¥, and0 otherwise). If we are only interested in veri-
DPu=T|a|PAD| =D | Pu[®US D] | Spo[P], fying Pup[® US? U] in a single state, then we only need
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to carry out the summation in Ed. for P(s,® US! ¥), however, in that it results in an error region twice as wide as
which in practice can save us both memory and time. Howhe original error region. This is a result of the error due to
ever, as pointed out by Katoen et alg], the asymptotic steady-state detection being two-sided, while the truncation
time complexity is the same when computing the entire veerror is one-sided. To guarantee an error region of width
tor P(® US! W). In this paper, we only compute the entirénstead of2e, it is necessary to boungP”s - ¥ — IT*|| by
vector for nested probabilistic formulae. ¢/8 instead ofe/4. This correction yields the error bounds
In practice, the infinite summation in Efj.is truncated —¢/4 < P(s,® UST U) — ]3(3@ USt W) < 3¢/4 for all
from the left and the right by using the techniques of Foxe §.
and Glynn [L1] so that the truncation error is bounded by an  In practice, the true steady-state vediris not known
a priori error tolerance. This means that iP(® /<t ¥) is  a priori, so instead we stop when the norm of the difference
the solution vector obtained with truncation, then between successive iterates is sufficiently small (at my@st

. by the above analysis), as suggested by Malhotra e24l.
0< P(s,QUS'U) — P(s5,dUS' U) < e VseS. (2)

The left and right truncation points, denotédand R,  2-1-2 The sequential stopping rule

respectively, depend on the truncation ereoMote that, i ) )

since iterative squaring is generally not attractive for spar&@ Potentially reduce the number gft iterations even further,

matrices due to fill-in 26,30], the matrix product®* are W€ note thatthe CSL q“i@W[@ US' W] does not require

typically computed in an iterative fashio* - ¢ — p . that we compute’(s, ® 1/S" ¥) with h'gi‘ff accuracy than

(P*=1 " ¥). Thus, although the left truncation poift al- is needed to'determlne'whethE(s,_tb UST ¥) > 6 holds.

lows us to skip the firsL. terms of Eq.1, we still need to N the following analysis we restrick to > as the other

computeP* - W for k < L., making the total number of tree cases are essentially the same. .

iterations required by the algorithi,. The value ofR, is  Let P*(s,® US" W) denote the accumulated probabil-

gt + k2qt + 3/2, wherek is o(y/log(1/€)) [11]. This ity up until and including iteratiork. Because each term

means that the number of iterations grows very slowly adn Ed. 1 is non-negative, we havé” (s, ® Us' ¥) >

decreases. For large valuesf, the number of iterations P*(s,® U<t @) for all i > k. Therefore, if

is essentiallyO(g-t). Each iteration involves a matrix-vectorP* (s, & (<t ) > 6 holds for some: < R., then we can

multiplication, and each such operation take&\/) time, answer the querPs »[® U<t U] affirmatively after onlyk

where)M is the number of non-zero entries in the rate matriterations instead ok, (or k) iterations.

R. The time complexity for the numerical solution technique For early termination with a negative result, we can

is thereforeO (¢-t-M) (cf. [24]). use the upper bound on the right Poisson tail provided by
Fox and Glynn 11] for & > 2 + |¢ - t] to determine if
P> o|® USt U] is false before completingz. iterations.

Let 7' be the upper bound on the right Poisson tail. If

k <t T
To potentially reduce the number of iterations required tfP (St’.q) uth o) +gu2t6\1’l thefn Iwe know already after
the numerical model checking algorithm, we can use on-thes 21ONS thal of lisfalse.
! We now have a sequential stopping rule for our algo-

fly steady-state detection in conjunction with uniformisatiop

; . rithm, but note that the potential savings are limited by the
[24,28]. If the uniformised DTMC reaches steady state aft " = .
k. < R, iterations, thei*-w — P*s. for all k> k.. which hct that the positive part of the rule applies first afferit

~ " erations and the negative part first after |¢-¢] iterations
Uiy P U<t N
gqnpi?r]ls iig?;t\;\cl)i;an compuig® (/=" ) as follows using and bothZL. and R, are of the same order of magnitude as

q-t. We will see later that the sequential component of the

2.1.1 Steady-state detection

k. statistical approach is much more significant.
P@US' W) = > Ak, qt) - (PF- 1) , ,
k=L, 2.1.3 Symbolic representation

ks
+ (1= Z ’Y(k,q't)> . (P* . w). (3) PRISM uses binary decision diagrams (BDD&)dnd mul-
titerminal BDDs (MTBDDs) f#,9,12] to construct a CTMC

from a model description in the PRISM language, a variant
We can ensure that a steady-state vector actually existsdbyAlur and Henzinger's Reactive Modules formalisid].
choosingy strictly greater thamax{E(s)|s € S} [24,26].  For numerical computation, though, PRISM includes three

Malhotra et al. 4] derive an error bound for E§.under separatenginesmaking varying use of symbolic methods.
the assumption that the steady-state point can be detectedThe first engine uses MTBDDs to store the model
exactly within a given error tolerance. LE&L" denote the and iteration vector, while the second uses conventional
true steady-state vector. Malhotra et al. claim thaf#f - data structures for numerical analysis: sparse matrices and
U —II"|| < ¢/4for L. < ks < R, then the same errorarrays. The latter nearly always provides faster numerical
bound as in EQR is guaranteed. The error analysis is flawedpomputation than its MTBDD counterpart but sacrifices
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the ability to save memory by exploiting structure. A third, Ly y
hybrid, engine provides a compromise by storing the mod- 1 ;
els in an MTBDD-like structure, which is adapted so that |
numerical computation can be carried out in combination | -, L ‘
with array-based storage for vectors. This hybrid approach
is generally faster than MTBDDs, while handling larger
systems than sparse matrices, and hence is the one used in
this paper. For further details and comparisons between the

engines see?, 25].

2.2 Statistical probabilistic model checking 5

0 |
0 )

Statistical techniques, involving Monte Carlo simula-

tion and sampling, have been in use for decades to - _
analyse stochastic systems. Younes and Simm@ts [Fi9: 1 Probability, L,, of accepting the hypothes : p > 0 as a
show how discrete event simulation and acceptance sgHfction ofp for a hypothetical statistical test

pling can be used to verify properties of general dis-

crete event systems expressed as CSL formulae not #Pobability of accepting when K holds (a type Il error,
cluding 7’%0[‘2 U @] and Sm[®]. We f<otcus here o faise positive) should be at most with o + 3 < 1.

on P>a[<1><tu\ U], noting that Pcy[® US" U] = Figurel plots the probability of accepting as a function of
~P> [ US' U], and also that- (<) is practically indis- , "yenqtedr, , for a hypothetical acceptance sampling test
tinguishable from> (<) to any acceptance sampling tes ith ideal performance in the sense that the type | error is
The same can, of course, be said of numerical approacheg)géctlya and the type Il error is exactly. The parameters

\;vr(ietlénggt?c to the use of finite precision floating-point, and s determine thestrengthof an acceptance sampling

test.
Given a CTMCC, a states of C, and a CSL formula PR
- ’ ' o Th I f lat fl , h i
P> o[¢], we wish to test whether the probabili(s, ¢) (for e above problem formulation is flawed, however

the remainder of this section simply denot@ds above or since, in the case wheyeis equal to the thresholdl we si-
below the threshold. We can formulate this as the proble multaneously require hypothesiisto be accepted both with

. ; . . rTbrobability at least — o and with probability at most. For
of testlng_the hypothesi& tp > o_agamst the alternatlvethiS to work, we need to have— o — 3, which means that
hypothesisk™ : p < 0. In this section, we discuss how Qe cannot control the two error probabilities independently.
solve such a problem using statistical hypothesis testing. To obtain the desired control over the two error probabilities,
we relax the hypothesis-testing problem by introducing two
2.2.1 Statistical hypothesis testing thresholdgy, andp;, with py > 6 > p;. Instead of testing
H againstK, we choose to test the hypothesgis : p > pg
Let X; be a random variable representing the verificatiagainst the alternative hypothegis : p < p;. We require
of the path formulay over a path forC drawn at ran- that the probability of accepting/; when H, holds be at
dom from the set of paths starting in statelf we choose mosta, and the probability of acceptind, when H; holds
X; = 1 to represent the fact that holds over a random be at mosi3. Figure2 shows the typical performance char-
path, andX; = 0 to represent the opposite fact, th&nis acteristic of a realistic acceptance sampling test. If the value
a Bernoulli variatewith parametep, i.e.Pr[X; = 1] = p of p is betweerp, andp;, we are indifferent with respect
andPr[X; = 0] = 1 — p. An observation ofX;, denoted to which hypothesis is accepted, and both hypotheses are in
x;, is the verification ofp over a specific path;. If o; sat- fact false in this case. The regigm, po) is referred to as the
isfies the path formula, thenz; = 1, otherwiser; = 0. In indifference regionand it is shown as a gray area in Fiy.
our case, an observation is obtained by generating a sampleFor CSL model checking, the two thresholdsand p;
path,o;, using discrete event simulation and then testing ¢an be defined in terms of a single threshkihd the half-
o; satisfiesp. Note that we can perform simulation at thevidth of the indifference regio, i.e. po = 6 + § and
level of the PRISM language and never need to generate the= 6 — . TestingH, againstH; can then be interpreted
underlying CTMC. as testing the hypothesig : p > 6 against the alternative
Whenever we consider statistical approaches to solvihgpothesisk : p < 6, as originally specified, where accep-
hypothesis-testing problems, we generally have to tolerasmce ofH, results in acceptance éf and acceptance éf;
that any test procedure we use can accept a false hypothesslts in acceptance &f. The probability of accepting/ is
but this is satisfactory so long as the probability of error therefore at least—« if p > 646 and at mosg if p < 6.
sufficiently low. In particular, the test procedure should limif |p — 0| < 4, then the test gives no bounds on the probabil-
the probability of accepting hypothesis when H holds ity of accepting a false hypothesis. In this case, however, we
(known as a type | error, or false negative)dp and the say thatp is sufficiently close to the threshoftlso that we

<~

—_
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L, A most 3 of acceptingH, when H; holds. Otherwise, addi-
1+ : | tional observations are made until either Bgor Eq.5 is
: ! satisfied.
{ - | | Finding A and B that gives strengtfx, ) is non-trivial.
@T ! ! In practice we choosd = (1 — 8)/aandB = /(1 — ),
! ! which results in a test that very closely matches the pre-
: ! scribed strength. Let the actual strength of this test be
i | (o, 8). Wald [32] shows that the following inequalities
l ) hold:
E E O/ < L7 6
| ] 1- ﬁ ( )
| | o<t @)
B+ ] : 1-«
0 § § = This means that ift and g are small, which typically is the
0 D1 Do 1 P case in practical applications, theh and 3’ can only nar-
Fig. 2 Probability, L, of accepting the hypothesid, : p > po as a rcfww ?Xceed the target values. WalBlZI_ also Shpws that
function ofp for a statistical test with indifference region o' + ' < a+ 3, so at least one of the inequalitias < «

and 3 < 8 must hold, and in practice we often find that
both inequalities hold.
are indifferent with respect to which of the two hypotheses,

H or K, is accepted. By narrowing the indifference region, 5 3 complexity of statistical solution method
we can get arbitrarily close to the ideal performance shown

inFig. 1. The complexity of the statistical approach depends on the
) . ) number of observations, also called #znple sizerequired
2.2.2 The sequential probability ratio test to reach a decision, as well as the time required for each ob-
) - ] servation. An observation involves the verification of a CSL
We use Wald'ssequential probability ratio tesf32] to test path formulay over a sample path;. The sample size for
the hypothesigi, : p > po against the alternative hypoth-the sequential probability ratio test is a random variable, as
esisH; : p < p1. The sequential probability ratio test doegs the time per observation, which means that we can only
not use a predetermined number of observations but inst@ag about theexpectectomplexity of the method.
determines after each observation if another observation is First, consider the time per observation. A sample path
needed or if the information currently available is sufficieny, may very well be infinite, but in order to verify the path
to accept a hypothesis so that the test has the prescrihﬁ%ma(p = ® U<t ¥, we only need to generate a prefix of
strength. A statistical procedure that takes observations iratiq We stop as soon as we reach a state satisfyibg ¥, or
account as they are made is calleseguentiabrocedure. if the time limit ¢ is exceeded. In each state along the prefix,
The sequential probability ratio test is carried out as folge verify the formulaed and V. If both of these formulae
lows. At themth stage of the test, i.e. after makingobser- are classical logic expressions, i.e. contain no probabilistic

vationsz1, ..., z,, We calculate the quantity operators, then we can treat the time required per state as a
m d, med constant. Consequently, the time per observation is propor-
Pim _pr i =@l =pi] P (@ =)™ . tional to the length of the prefix of; required to determine
Pom PrX; = @ilp =po]  p§m (1 — po)m—im the truth value of the path formula If we are lucky, a state

_ ) ~ satisfying—® Vv ¥ is reached early, but in the worst case
whered,, = 3~ ;. The quantityp;,, is the probability \e have to continue until the time limitis exceeded. The
of the observation sequengg, . .., 2, given thatPr[X; = expected time per observation is thereferg;-t), whereq
1] = p;, making the computed quantity a ratio of two probys the maximum exit rate of the CTMC model. In order to
abilities, hence the phraggobability ratio in the name of optain a tighter bound, we would have to know more about

the test. Hypothesifl, is accepted if the CTMC than just its maximum exit rate.
Pim The second component of the complexity is the expected
<B 4) i i i
S B, sample size, which for a sequential test depends on the
Pom
o _ o _ unknown parametey. Let IV, denote the expected sample
and hypothesig/, is accepted (i.ef is rejected) if size as a function of the parameter The complexity of
Dim the statistical model checking approach is tli&fg-t-V,),
o > A, (5) which can be compared t®(q-t-M) for the numerical
m

solution method. The expected sample size for statistical
where A and B, with A > B, are chosen so that the probhypothesis testing in general depends on the error bounds
ability is at mosta of acceptingH; when Hy holds and at andg and the probability thresholds andp; (alternatively
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expressed using the threshéldnd the half-width of the in- The expected sample size increasep gses from0 to p,
difference regiond). There is, however, no immediateand decreases asgoes fromp, to 1. In the indifference
dependence between the expected sample size and thergigmn (p1, po), the sample size increases frgmto some
of the state space for the CTMC model. This is in shagmintp’ and decreases fropi to pg. The pointp’ is gener-
contrast to the time complexity for the numerical methaoally equal tos or at least very near[33].
where the factoM/, the number of non-zero entries in the An amazing property of the sequential probability ratio
rate matrixR, is at least linear in the size of the state spactest is that it minimises the expected sample size at hoth
An exact formula for the expected sample size requireahd p;, i.e. no other statistical test with the same strength
by the sequential probability ratio test is not available, butill have a lower expected sample size if the unknown pa-
Wald [32] provides rameterp is equal to eithepy or p; [34]. It is well known,
however, that there exist tests that achieve a lower expected
-8 sample size for other values pf in particular ifp happens
(8) tobeinthe indifference region. Alternative approaches have
therefore been suggested, in particular so-caBaglesian
—Po approaches where the objective is to minimise the expected
cost subject to a cost per observation and a unit cost for
accepting a false hypothesigZ27]. While this and other
alternative formulations of the hypothesis-testing problem
are certainly interesting, we will not explore them further in
this paper because they represent a departure from the model
where the user specifies the desired strength of the test. We
efer the reader to Lai2f3] for a more detailed account of
e developments in the field of sequential hypothesis test-
ing since the ground breaking work of Wald.

1
+(1—-L,)log

L,log

Np— 11—«

1 _
plog 22 + (1 = p) log — 22
Do 1

as a good approximation @¥,, whenp; is not far fromp,
which is typically the case in practice. The quantity is
the probability of acceptingl, whenPr[X; = 1] = p. Wald
provides an approximation formula fdr, as well, but the
formula is not suited for computing an approximation/gf
for an arbitraryp. ApproximatingN,, for an arbitraryp is
therefore non-trivial, but we can provide explicit formula
for a few cases of special interest shown in Tahlwith

log 1—po
5= % _ (9) 2.3 Mixing numerical and statistical techniques
p1{l —Po
log ————=
& po(1 —p1) Although the algorithm of Younes and Simmor8/] can

handle CSL formulae with nested probabilistic operators,
_ _ ) the way in which it is done requires that the nested formu-

gf"l‘.b'e 1 Approximate expected sample size for the sequential prohge pe verified in each state along a sample path. Since the
ity ratio test verification of path formulae now involves acceptance sam-

P N, pling, there is some probability of error associated with each
observation used for the verification of the outer probabilis-
log 1-4 tic operator. To cope with this uncertainty in the observa-
0 17?:01 tions, the indifference region of the outer probabilistic op-
log 7 - erator must be reduced, which leads to an increase in the
! expected sample size. In addition, the nested formulae must
Blog 1 fa + (1 - P8)log %ﬁ be verified Wi_t_h Ipwer values far andj than used with the
21 o = outer probabilistic operator. The numerical approach, on the
p1log = + (1 —p1)log 1o other hand, can verify the nested formulae for all states si-
P Oﬂ 18 po multaneously at the same (asymptotic) cost as verifying the
—log T log - fo_rmulae for a sing!g state. This is beneficial when dealing
s o T=pg with nested probabilistic operators. _ _
log » log 1= We therefore propose a mixed approach, implemented in
3 -5 Y MER, where_ _stz_atistical samplir)g is used_to verify the outer-
(1 —a)log ot alog - most probab|llst|c operator, Whllg nymerlcal techniques are
Po " T—p used to verify the nested probabilistic operators. We can mix
po log ” + (1 —po)log 1= po the numerical and statistical techniques by assuming that the

result of the numerical technique holds with certainty (i.e.

log a = [ = 0in terms of a statistical test). The nested for-

1 —l-a | f ified for all i ical meth-
P mulae are first verified for all states using numerical met

log Do ods. When verifying a path formula over a sample path we

The approximation formulae fgg = 0 andp = 1
differ from those derived by Wald3B]. This is be-
cause we assum® > pi, while Wald assumes the

opposite.

only need to read the value for each state along the path
without any additional verification effort for the nested for-

mulae. The cost for verifying the nested components of a
formula is exactly the same for the mixed approach as for
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the numerical approach, but the use of sampling for the oig-given bys; = 0 A s5 = 0 A ph = 1, i.e. when the system
ermost probabilistic operator can provide a faster solutionis empty.

The time complexity for the pure numerical approach is
O(q-t-M +q-t'-M), when used to verify a CSL formula with ; ;
a (single nested %robabilistic operator and time bounds o?'z Symmetric polling system
andt’ for the outer and nested until formulae, respectivelft), ihe next case study,
The mixed solution method replaces the uniformisation st :
for the outer probabilistic operator with statistical hypothes
testing, which therefore yields an overall time complexity q
O(g-t-Np + g-t'-M).

we considerragtation symmet-

B polling system described by Ibe and Trivedb]. Each

ation has a single-message buffer, and the stations are at-
nded by a single server in cyclic order. The server begins
by polling station 1. If there is a message in the buffer of
station 1, the server starts serving that station. Once station
has been served, or if there is no message in the buffer of
station: when it is polled, the server starts polling station
1+ 1 (or1if ¢ = n). The polling and service times are ex-

X o Gnentially distributed, as is the time before arrival of a new
on performance evaluation and probabilistic model checigassaqe at each station. The fact that arrival rates are equal

ing, on which we will base our empirical evaluation. A, 5| stations makes the system symmetric. The size of the
third simple example is also introduced to illustrate the ugg;:o space for a system witrstations isO(n-2")

of nested probabilistic operators in CSL. More information \ya will verifv the property that. if the buffer of station 1
about all of these case studies can be found on the PRISMuIL then itz poIIFv)ad F:/vitﬁlinT t'ime units with proba-

Web site (vww.cs.bham.ac.uk/dxp/prism). bility at least0.5. We do so in the state where station 1
has just been polled and the buffers of all stations are full.

3.1 Tandem queueing network Let s € {1,...,n} be the station currently receiving the
server’s attention, let € {0, 1} represent the activity of the

The first case study is based on a CTMC model of a tandeerver () for polling and1 for serving), and letn; € {0,1}

gueueing network presented by Hermanns etZ]. [The be the number of messages in the buffer of statiofhe

network consists of aivl/Coxz/1 queue sequentially com-property of interest is represented in CSLrag = 1 —

posed with aiM/M/1 queue. The capacity of each queue i®- o 5[T UST poll], wherepoll, = s = 1 Aa = 0,

n, and the state space @(n?). The property of interest is and the state in which we verify the formula is given by

given by the CSL formul@®_ o 5[T UST full], whichistrue s=1Aa=1Am;  =1A---Am, = 1.

in a state if there is a less than% chance of the queueing

network becoming full withinI" time units. We verify the 3 3 rid world

correctness of this property in the state where both queues

are empty. o _The final case study involves a robot navigating in a grid
Figure3 shows a schematic view of the tandem queueiRg g and is introduced to illustrate the verification of for-

network. Messages arrive at the first queue with faed  mjae with nested probabilistic operators. We have am

exit the system from the second queue with rat the first  oig world with a robot moving from the bottom left corner
queue is not empty and the second queue is not full, th@iihe top right corner. The robot first moves along the bot-
messages are routed from the first to the second queue. edge and then along the right edge. In addition to the
routing time is governed by a two-phase Coxian distributiqipot, there is a janitor moving randomly around the grid.

with parametersu;, pi2, anda. Here, u; is the exit rate for g yre 4 provides a schematic view of a grid world with
theith phase of the distribution, and- a is the probability ,, —

of skipping the second phase. Lgte {0,...,n}, fori €

{1, 2}, denote the number of messages currently in qugue

and letph € {1,2} denote the current phase of the Coxian

distribution. We express the condition that the system is full 4‘
|
|
|
|
B

3 Case studies

We now present two case studies, taken from the literat

with the formulafull = s; = n A s = n A ph = 2, and the
state in which we verify the CSL formufa. o 5[T UST full]

#»
#w

R-}-----F--}F

Fig. 4 A grid world with a robot (R) in the bottom left corner and a
janitor (J) in the centre. Thdashed arronindicates the path of the
Fig. 3 Tandem queueing network with a two-phase Coxian distributionbot. The janitor moves with equal probability to any of the adjacent
governing the routing time between the queues squares
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The robot moves at ratag, unless the janitor occu-  More precisely, the hybrid engine with steady-state de-
pies the destination square, in which case the robot remaiestion requires storage of three double-precision floating-
stationary. The janitor moves around randomly in the grjgbint vectors of sizgS|, which for the memory limit of
world at rate) ;, selecting the destination from the set 0700 MB means that systems with at most 31 million states
neighbouring squares according to a discrete uniform disttan be analysed. We need an additional floating-point vector
bution. The robot initiates communication with a base staf size | S| for verifying a formula in all states simultane-
tion at rateu, and the duration of each communication sesusly, which is done for nested probabilistic formulae, and
sion is exponentially distributed with rate this would make the limit 23 million states. In practice, for

The objective is for the robot to reach the goal squatke first two case studies, we were able to handle systems
at the top right corner withiff; time units with probabil- with about 27 million states, showing that the symbolic rep-
ity at least0.9, while maintaining at least 8.5 probabil- resentations of the probability matrices are fairly compact.
ity of periodically communicating with the base station (on The memory requirements for the statistical approach
average, at least once evefy time units). The CSL for- are very conservative. In principle, all that we need to store
mulaPs 0.9[(Ps 0.5[T UST2 comm]) UST goal] expresses during verification is the current state, which only requires
the given objective. There is nothing in the model that olbaemory logarithmic in the size of the state space. We never
structs communication, but the communication requiremegkhausted memory during verification when using the statis-
will not be satisfied in any statesT} is too low. The size of tical solution method.
the state space 3(n?) for this case study.

4.2 Performance of the numerical solution method

4 Empirical evaluation For model checking time-bounded until formulae using the
. . _ numerical approach, PRISM computes the Poisson proba-
We base our empirical evaluation on the case studies pifities (Sect2.1) using the Fox—Glynn algorithmi[]. This
sented in Sect3. We have verified the time-bounded untiljie|ds, for the hybrid engine, an overall time complexity of
formulae for the first two case studies using both the Niy(¢-t-M), whereg is the uniformisation constant described

merical and the statistical approaches, varying the probleyier, is the time bound of the until formula, ard is the
size (and thereby the size of the state space) and the tifgnber of non-zero entries R.

bound. All reSUItS, for both the numerical and the statisti- In all the examp|es Considered, the number of non-zeros
cal approach, are for the verification of a CSL property i the rate matrix is linear in the size of the state space.
a single state. The results were generated on a 500-MHfence, the verification time for a given time-bounded un-
Pentium IIl PC running Linux, and with a 700-MB memory formula is linear in the size of the state space, as can be
limit set per process. o ~ observed in Figssa and6a. Thedecreasen Fig. 5a of the
Figures5 and6 present statistics for model checking oferification time is caused by the fact that, for models above

the tandem queueing network and symmetric polling syste{itertain size, on-the-fly steady-state detection is triggered
case studies, respectively. In each case, we include the Vg{iring the numerical computation (Se2t1.1).

fication time for both the numerical solution method and the For a single model, the complexity is linear in the time

statistical solution method using various test strengths (P3bund, as demonstrated by the results in Figsand6b.
elsaand b). We also give, for the statistical approach, detailste that the verification time in both these cases becomes
of both sample size (c and d) and path length (e and f). R@§nstant once the time bound has become sufficiently large.
all data, we plot the results against both model size (a,This is caused by steady-state detection, which gives the nu-
and e) and against the CSL until time bound (b, d, and ). merical approach a distinct advantage over the statistical ap-
For the numerical approach, we used a precision6f proach in the tandem queueing network case study.

10~6. For the statistical approach, we used an indifference The sequential stopping rule (Seétl1.9 for the nu-
region with2§ = 1072, unless otherwise noted, and the remerical solution method also helps to reduce the verifica-
sults obtained correspond to the average over ten runs. tion time, but the reduction is typically moderate. Figire

shows, for the symmetric polling systeffi & 20), the num-

ber of iterations required for solution as a fraction Bf
4.1 Memory requirements (the upper truncation point provided by the Fox—Glynn al-

gorithm, i.e. the maximum possible number of iterations).
In the case of the numerical solution method, all experimerti®te that, in all cases, this fraction is less than one. For the
were run using the hybrid engine (Seztl) which, although smaller models, the large reduction in iterations is due to
not necessarily the fastest engine, in general allows the arsdéady-state detection. On the other hand, for larger models
ysis of larger problems than the other engines. The limitinge reduction is caused by the sequential stopping rule (cor-
factor in this approach is the space required to store the ite¥sponding to the plateau in the graph). The reduction stays
ation vector: however compact the matrix representation &,around10% and starts to decrease for larger models be-
memory proportional to the number of states is required foause the probability of the path formula holding gets closer
numerical solution. to the threshold.5.
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Fig. 5 Empirical results for the tandem queueing network, With= 50 to theleftandn = 31 to theright. Thedashed curvem a andb are for

the numerical approach using the hybrid engine with 10~°. Thesolid curvesare for the statistical approach wizd = 102, ando and8

as indicated. Thdotted linesnark a change in the truth value of the formula being veri@derification time as a function of state-space size.
b Verification time as a function of formula time bourddSample size as a function of state-space sizZ@ample size as a function of formula
time bounde Path length as a function of state-space diBath length as a function of formula time bound

4.3 Performance of statistical solution method cal solution method all coincide with being close to or in
the indifference regioKd — 6,6 + 9).

As discussed in SecR.2, two main factors influence the  The average sample size required to verify a formula

verification time for the statistical approach: the number of the form P 4[¢] rapidly decreases as gets further

samples and the length of sample paths (in terms of stateay from the threshold. We see this clearly in Fig&c,

transitions). Consider the problem of verifying the formuléc,d, where the sample size is plotted against either the

P=olg] in states, with p = P(s, ¢) denoting the probabil- state space size or the time bound of the until formula.

ity that ¢ holds over paths starting in The empirical results also indicate that the sample size is
For fixeda and g (test strength) and (indifference re- proportional to the logarithm of the test strength, so that

gion), the number of samples grows larger the clésgets the required sample size doubles whemand s goes from

to the probabilityp. The peaks in the curves for the statistii0== to 10~2%. This is generally only true if is not in
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Fig. 6 Empirical results for the symmetric polling system, with= 20 to theleft andn = 10 to theright. Thedashed curvem a andb are for
the numerical approach using the hybrid engine with 10~°. Thesolid curvesare for the statistical approach wizd = 102, ando and8

as indicated. Thdotted linesnark a change in the truth value of the formula being veri@derification time as a function of state-space size.
b Verification time as a function of formula time bourdSample size as a function of state-space siZ@ample size as a function of formula
time bounde Path length as a function of state-space diBath length as a function of formula time bound

the indifference region. From the approximation formulactor instead becomes the length of sample paths. This fac-
for p = s in Table1 (s refers to the quantity defined intor depends on the exit rates of the CTMC and on the path
Eqg. 9, and not to a state) it follows that the numerator dbrmula ¢. An upper bound on the expected sample path
N, is equal to(log(a~! — 1))2 for o« = 3, which means length for an until formula with time bound, as noted in
that V, is approximately proportional to thegjuareof log o Sect.2.2, is O(¢-T'), which is also the number of iterations
if p is in the indifference region. We can see an exampler the numerical solution technique. We can see in Figs.
of this in Fig. 6d. The exceptionally sharp peak is foand6b that the curves for the numerical and statistical solu-
T = 9.71, which is almost in the centre of the indifferencdion techniques initially have very similar slopes. For the tan-
region. dem queueing network case study, the numerical approach
Outside of the indifference region, where the sample sikenefits greatly from steady-state detection and outperforms
remains almost constant at a low level, the key performarite statistical approach dsincreases. Figurgf shows that
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10! 10 10° 10* 10° 10° 107 1SI' Fig. 8 Verification time for the symmetric polling system & 10 and

; ; ; ; ; T = 40) as a function of the half-width of the indifference region for
\llzvll?h 7Tlt:erg(t)|ons as a fraction off. for the symmetric polling system different test strengths. Ttiashed lingepresents the verification time

for the numerical approach

the average sample path length for the statistical approeﬁc‘ﬁ Trading accuracy for speed
g]n:ir;les r;%zz I§f %ﬁgogggﬂggtgotr:‘; dtleTeedbouﬁdacross the With both solution methods it is p_os_sible to adjust the ac-
X ' . curacy of the result. For the statistical approach, we can
For the tandem queueing network, the arrival rate fabntrol the parameters, 3, andé so as to trade accuracy
messages ign, wheren is the capacity of the queuesiqy efficiency. By setting these parameters high, we can get
This means that in the worst case we can expect sampieanswer quickly. We can then gradually tighten the error
path lengths to be proportional ta As n increases, the pounds and/or the indifference region to obtain higher ac-
sample path length become_s the do_mlnant performar&ﬁacy. This approach is taken by Younes et a§],Jwho
factor because the sample size remains constant, as $RB0ify the statistical solution method for verifying CSL for-
in Fig. 5¢, meaning that ver|f|cat|on t.|m_e for the statisticah,,1ae of the fornPs 4[] without nested probabilistic op-
approach becomes proportionaktoThis is to be compared grators so that it can be stopped at any time to return a result.
with the numerical approach, whose performance is linear in Figure 8 shows how the verification time for the sym-
the size o_f the state space, vyhich is qua'dratiCnln metric polling system case study & 10, T = 40) depends
In the polling example, the arrival rat@ is inversely op the strength of the test and the width of the indifference
proportional to the number of polling stations while egion. \We can see that the verification time is inversely pro-
the other rates remain constant for all This explains the portional to both the error bounds and the width of the in-
levelling off of the expected sample path length plotted itference region, and that for some parameter values the
Fig. Ge. numerical approach is faster while for others the statistical
Recall that we only need to generate as much of a samgfsproach is the fastest. Using the statistical approach with
path as is needed to determine the truth valug.dforo = error boundsy = 3 = 10~* and half-width of the indiffer-
® YST W, we can stop if we reach a state satisfying vV ence regior ~ 7 x 10~5, for example, Fig8 demonstrates
W (cf. the CTMCC’ constructed in the numerical approackhat we could obtain a verification result for the symmet-
in Sect.2.1). The effect of this is seen most clearly for thejc polling system problem in roughly the same time as is
polling case study as we increase the time bound. Once tbguired by the numerical approach. For larger models, we
path formula is satisfied, the average length of the samplguld of course be able to obtain even higher accuracy with
paths does not increase (Fi). the statistical approach if allowed as much time as needed
In general, we can say that the statistical solution techy the numerical approach to solve the problem. The results
nique scales better than the numerical solution technigneFig. 8 also indicate that it is more costly to make the in-
with an increase in the size of the state space, but tllifference region narrower than to reduce the error proba-
steady-state detection can give the numerical approachhdities. For example, reducing the error probabilities from
advantage when the time bound is high. It should also be~2 to 10~* roughly doubles the verification time, while
clear from the results presented here that the sequentisd same reduction in the half-width of the indifference
aspect of the statistical approach has a greater effect thegion leads to a hundredfold increase in the verification
the sequential component of the numerical approach. Thise.
means that the statistical technique is better at adapting toWe can adjust the accuracy for the numerical solution
the difficulty of the verification problem at hand. method by varying the parameter but increasing or
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1(s) give statistical methods a distinct advantage over numerical

10° approaches for model checking CSL formulae. Most pre-
vious assessments of statistical techniques (e1@,29])
102 are based on parameter-estimation problems, which are
clearly harder in that they typically require a large num-
10! ber of samples. Our results show that the intuition from ear-
lier studies does not necessarily carry over to CSL model
o checking.
10 Our results are otherwise in line with known complexity
: . results for the two techniques. We show a linear complex-
107 & S hixed 6 2“6“88;2;;: ity in the time bound for both approaches and also confirm
5 S mixed (8 = 0.005) -5 that statistical methods scale better with the size of the state
10 : mixed (8 =0.01) —— space but that high accuracy comes at a greater price than
for numerical methods.

10> 100 10t 100 10° IS Sen et al. 28] have recently claimed to have developed
Fig. 9 Verification time as a function of state space size for the grid faster statistical solution technique than the one used in
world example, witHl; = 100 andT> = 7. Thedotted linemarks a this paper, but their comparison is misleading. Their algo-
change in the truth value of the formula being verified rithm, unlike the one presented here, cannot guarantee any
bound on the probability of accepting a false hypothesis and

decreasing has very little effect on the verification time, aénstead reports a confidence-(alue [L4)) in the computed

shown by Reibman and Trived2§] and Malhotra et al24]. result. The sample sizes reported by Sen et al. were selected

This means that the numerical solution method can provi anuallybased on prior empirical testing (K. Sen, personal

) . Smmunication, 20 May 2004), and there is in fact no fixed
very high accuracy without much of a performance degrE-

dation, while the statistical solution method is well suited rocedure by which they can determine the sample size re-

. - L uired to achieve a certaprvalue. The two algorithms are
a quick answer with some uncertainty is more useful. complementary rather than competing and are useful under

disparate sets of assumptions. If we cannot generate sample
paths on demand, then their algorithm (or the variation de-
scribed by Younes3p]) allows us to still reach conclusions
ggarding the behaviour of a system. If, however, we know

4.5 Mixing solution techniques

Finally, we present some results for the grid world ca . . :
y b 9 e dynamics of a system well enough to enable simulation,

study, where the CSL property has nested probabilistic . .
erators. We can see in Figthat the mixed approach share 1en we are better off using the approach prgs_ented here asit
ves full control over the probability of obtaining an incor-

performance characteristics with both approaches, outp%I

forming the pure numerical solution method for larger staf&Ct eSult. Itis of course not necessary to use the sequential
spaces. Verification times are shown for= 3 = 10-2 and probability ratio test as we have done. There exist other ac-

three different values of. ceptance sampling tests, as (_:iiscussed.t?rieﬂy_in Sécyhat
may outperform the sequential probability ratio test in some
circumstances.

The case studies we considered in this paper were all
CTMCs. To verify time-bounded properties of more com-
T)x models with general distributions, such as semi-Markov

. . . ..pl
In this paper, we have compared numerical and stausu% cesses, more elaborate numerical techniques are required

solution techniques for probabilistic model checking bo an those used for CTMC model checking (see, el [
theoretically and empirically. The empirical evaluation haf1 . A statistical approach, on the other hand wéuld v’vork

gﬁenef%r:rﬁgn%lg gig;gaﬁﬁ)sne :;Léd'isoéiﬁ?sggrx‘gzz:'Eehrgﬂg t as well for semi-Markov processes (assuming, of course,
P P at samples from the distributions used in the model can be

ing. We focused our attention on time-bounded propert nerated in roughly the same amount of time as samples
as these are the type of properties most suited for statisti %Fn the exponential distribution). Statistical solution tech-

methods (the time-bound provides a natural limit for SIrnLf‘fiques are also easier to parallelise, as each sample path can

lations). ) ; .
The nature of CSL formulae allows us to use statis be generated independentiymERr does in fact include sup-

cal hypothesis testing instead eétimationsince we only ort for distributed acceptance sampling, _and it_is possible to
need to know if the probability of a path formula hoId_getaperformance|mprovementclosetoIlnearlnthe number

ing is above or below some threshold. The use of sequé)rf\-CPUS made available toWER.

tial acceptance sampling allows the statistical approach to

e . P Acknowledgements Supported in part by the US Army Research
adapt to the difficulty of the problem: verifying a prOpembffice (ARO) under contract No. DAAD190110485, a grant from the

_7320[99] ina states t?‘kes more time if the true p_rObab"'Royal Swedish Academy of Engineering Sciences (IVA), FORWARD,
ity of ¢ holding in s is close to the thresholf. This can and EPSRC Grants GR/N22960, GR/S11107, and GR/S46727.
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